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What’s New

The following table describes the important changes since the last release of the Amazon EC2 Elasticfox
Getting Started Guide.

Change Description Release Date

Initial Release This is the initial release of the October 20, 2008
Elasticfox Guide

Update 1 Updates to include Multi-Region | December 09, 2008
Support and Elasticfox UX
Enhancements

Update 2 Updates to include Amazon August 25, 2009
Virtual Private Cloud (VPC)
Support




Introduction

Amazon Elastic Compute Cloud (EC2) is a web service that provides resizable compute capacity in the
cloud. It is designed to make web-scale computing easier for developers.

Amazon EC2’s simple web service interface allows you to obtain and configure capacity with minimal
friction. It provides you with complete control of your computing resources and lets you run on
Amazon’s proven computing environment. Amazon EC2 reduces the time required to obtain and boot
new server instances to minutes, allowing you to quickly scale capacity, both up and down, as your
computing requirements change. Amazon EC2 changes the economics of computing by allowing you to
pay only for capacity that you actually use. Amazon EC2 provides developers the tools to build failure
resilient applications and isolate themselves from common failure scenarios.

Amazon Virtual Private Cloud (Amazon VPC) is a secure and seamless bridge between a company’s
existing IT infrastructure and the AWS cloud.

Amazon VPC enables enterprises to connect their existing infrastructure to a set of isolated AWS
compute resources via a Virtual Private Network (VPN) connection, and to extend their existing
management capabilities such as security services, firewalls, and intrusion detection systems to include
their AWS resources. Amazon VPC integrates today with Amazon EC2, and will integrate with other AWS
services in the future.

This Getting Started Guide is designed to teach System Administrators, Software Developers, and other
IT professionals how to utilize the Amazon EC2 and Amazon VPC services through several easy tutorials.
In this guide, we will demonstrate Elasticfox, a plug-in to the Mozilla Firefox browser that allows you to
graphically interact with Amazon EC2 and Amazon VPC. Amazon Web Services (AWS) maintains and
distributes this plug-in.

We have organized this Getting Started Guide into five tutorials, ranging from starting a new virtual
server (instance) to using our advanced features. Each of these tutorials will provide you with the basics
of how to use these components. Users are encouraged to leverage our additional resources (see the
Related Resources Section) to learn about more advanced features of our system, like our APIs.

m Throughout these tutorials, we highlight areas that have additional considerations if using Amazon VPC.
Some features described may only be available if using Amazon VPC, whereas other features may not be
available. Look for the VPCicon, as seen to the left on this paragraph, to quickly find these items.

Users with minimal knowledge can interact with Amazon EC2 and Amazon VPC using Elasticfox, but it is
recommended to have basic understanding of web services. If you need to get familiar with this
concept, please go to the W3 Schools Web Services Tutorial.



Amazon Elastic Compute Cloud is often referred to within this guide as "Amazon EC2" or simply "EC2";
the Amazon Simple Storage Service is often referred to within this guide as "Amazon S3" or simply “S3”;
and the Amazon Virtual Private Cloud (VPC) is often referred to within this guide as “Amazon VPC” or
simply “VPC”. All copyrights and legal protections still apply.



Setting up Elasticfox

Prerequisite Software

This tutorial exclusively uses Elasticfox for the purposes of this Getting Started Guide. The sections
below walk you through how to install Mozilla Firefox, the web browser required to use Elasticfox, and
the Elasticfox plug-in.

Installing Mozilla Firefox
The current Elasticfox plug-in requires Mozilla Firefox version 1.5.0 or later. To get Mozilla Firefox,
please perform the following steps:

1. Inyour current web browser, please go to: http://www.mozilla.com.

2. Click on the “Download Firefox — Free” button.
3. Save the file, and follow the installation steps on the acknowledgement page.

Installing the Elasticfox Add On
Once Motzilla Firefox is installed, you can now install the current version of the Elasticfox add on. To do

this, please perform the following steps:

1. Inyour Mozilla Firefox web browser, please go to:
http://developer.amazonwebservices.com/connect/entry.jspa?externallD=609&category|D=88.

2. Click on the download button.
3. After the pop-up box comes up, press the install button.

4. Your Motzilla Firefox browser will prompt you to restart your browser. After you have restarted,
you will now have the ability to use Elasticfox.

5. To launch the add on, simply go to the “Tools” menu in Firefox and select “Elasticfox”.

6. Please utilize the “Setting up an AWS Account” and “Setting up Elasticfox” sections below to
setup Elasticfox with your account and profile.



Setting up an AWS Account

To use Amazon EC2, you must sign up for a AWS Account, sign up for Amazon EC2, and sign up for the
Amazon Simple Storage Service (Amazon S3). These are three different actions that must be performed
separately. For information on obtaining an AWS Account, go to the Amazon AWS Home Page
(http://aws.amazon.com).

Signing up for Amazon EC2
To utilize the Amazon EC2 service, you will need to enable your AWS account for use with Amazon EC2.
If you don't already have an AWS account, you will be prompted to create one as part of the sign up
process. If you already have an Amazon EC2 account, you can skip this step. To sign-up for Amazon EC2
simply perform the following steps:

1. Go tothe Amazon EC2 homepage (http://aws.amazon.com/ec2) in your web browser.

2. Click Sign Up For Amazon EC2 in the top right of the screen and follow the on-screen

instructions.

Signing up for Amazon S3
Amazon EC2 AMIs are stored in and retrieved from Amazon S3. This means you will also need to sign up
for Amazon S3. If you already have an Amazon S3 account, you can skip this step.

1. Go tothe Amazon S3 homepage (http://aws.amazon.com/s3) in your web browser.

2. Click the Sign up for Amazon S3 button.

Optional: Signing up for Amazon VPC
To use Amazon VPC in conjunction Amazon EC2, you must also be subscribed to Amazon VPC. To sign-up
for Amazon VPC simply perform the following steps:

1. Go tothe Amazon VPC homepage (http://aws.amazon.com/vpc) in your web browser.

2. Click the Sign up for Amazon VPC button.




Setting up Elasticfox

The following steps are required to configure Elasticfox with your specific security credentials. These
steps only need to be performed once, unless you change your security keys change again. Once you
have configured these settings, you will be ready to proceed to the tutorials.

Setting up the Credentials

Elasticfox uses your Access Identifiers to identify you as the sender of a request to an AWS web service.
Access identifiers are also used to authenticate requests to AWS. The steps below show how to
configure Elasticfox with your credentials, so that it can perform web service requests on your behalf.

1. Launch Elasticfox by clicking on “Tools” menu in Mozilla Firefox and selecting “Elasticfox”.
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2. If this is the first time you are loading Elasticfox, you will be prompted to enter your AWS
credentials. You can enter new credentials or modify existing credentials by clicking on the
“Credentials” button in the top center of the Elasticfox window.
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3. Enter your Account Name. You can set the Account Name to anything you want. It's merely a
descriptive name used to organize your credentials. We recommend something meaningful (like
the email address you used when you created the account).

4. Enter your Access Key and Secret Key into the “Credentials” dialogue box. These can be found
under the “Your Account” menu at http://aws-
portal.amazon.com/gp/aws/developer/account/index.html?action=access-key.

5. Click the Add button in the “Credentials” dialogue box to add your access key and secret key to
the Elasticfox configuration.

6. Finally, click the “Close” button to complete this configuration.

Creating a KeyPair
An SSH keypair is used for several purposes including connecting to Linux/OpenSolaris instances and
retrieving your Windows Administrator password. To generate a keypair, simply perform the following

steps:
1. Click on the “Key Pairs” tab in Elastic Fox.

2. Click on the green Key icon at the top of the tab.
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3. Type in a name for your KeyPair, and click the “Ok” button.

:)_?_) Please provide a new keypair name

[ 0K ] [ Cancel ]

4. You will be prompted for a location to save the .pem file. Select a secure file location, and click
“Save”.

Save new private key

Save in; ‘a_‘} ec2keys v| 33 E

D

My Recent
Documents

€

Deszkiop

ty Documents

oy

My Computer
‘_g File name: .-:5: b ‘ [ Save ]
My N.etwolk Save as type: |_PE_N_I__EiIE§ v ‘ [ Cancel ]

5. Your KeyPair will now be created; remember this name, because you will use it later.

Choosing your Region
Choose the region of the instances you’re going to manage at by selecting it from the drop-down labeled
“Regions”.
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Tutorial #1: Running an Instance

Goal

The goal of this tutorial is to launch an Amazon EC2 virtual server, what we call an instance. This tutorial
assumes that you have completed the necessary setup as described above.

Core Concepts
The sections below outline the core concepts used in this tutorial.

Amazon Machine Image (AMI)

An Amazon Machine Image (AMI) is an encrypted file stored in Amazon S3. It contains all the
information necessary to boot instances of your software. It is somewhat analogous to a snapshot of the
boot partition containing the operating system and installed software running on your server.

Amazon EC2 Instance

A running server instantiated from an AMI is referred to as an instance. All instances launched from the
same AMI will create a nearly identical running server (except for the IP range or computer name). Note
that an instance is ephemeral and that any information on it is lost when it is terminated or if it fails. The
Elastic Block Storage feature described in Creating an Elastic Block Store (EBS) Volume of this tutorial can
be used to create long term storage for data produced by the instance.

Security Group

The security group is analogous to a firewall that can block all incoming (ingress) and outgoing (egress)
traffic that does not come in on a specific IP (specified by a CIDR) or port number range. For more
information on CIDRs, please visit http://en.wikipedia.org/wiki/CIDR. Each EC2 instance can be a

member of up to 100 security groups. Group membership cannot be changed while an instance is
running, but the rules within the group can be changed, and will take effect immediately. Multiple
security groups can be used to create secure, multi-tiered systems. For example, consider the classic
three-tier model consisting of web, application, and database servers. Placing each tier of servers in a
distinct security group allows the web server to be accessible externally, with controlled access to the
other tiers on an as —needed basis.

WC note: Security Groups are not currently available within Amazon VPC. If you are using Amazon
VPC, consider using Subnets to group your Amazon EC2 instances. Please see tutorial #5 for
more information.

Step 1: Setting up a Security Group

Every launched instance requires that you have a security group defined to specify what network traffic
is allowed to reach the instance. By default we do not enable any traffic. If you have already defined a
security group to allow network traffic from your address you can skip this step.

10



For the purposes of this tutorial, we are going to create a new group called “All Incoming”, that will
allow any incoming traffic to connect to any launched instances on SSH port (22), HTTP port (80), and
RDP port (3389). This will enable us to connect to either a Linux/UNIX or Windows instance. To open

these ports for testing purposes, please complete the following steps:

1. Launch Elasticfox by clicking on the “Tools” menu in Firefox, and selecting Elasticfox.

2. Click on the “Security Groups” tab.

©J Elasticfox - Mozilla Firefox
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(988103224557  default default group icmp -1 = 72.21.196.5...
tp 0 65535 988103224557...
udp O 55535 988103224557...
tp 0 1000 0.0.0.0/0
tcp 1433 1433 72.21.192.0...
i Itcp 20 Pt o 72.21.196.6...
tep 3300 3400 0.0.0.0/0
tcp #43 43 75.172.51.9...
tcp 993 993 72.21.196.6...

Done

3. Click on the green " icon in the “Your Groups” box.

4. The Group Name and Description fields are used to help you maintain and organize all of your
security groups. The default permissions setting for a new group is to enable RDP and SSH for
the machine on which Elasticfox is installed. Please select one of the other available options if
you would like to fine-tune the permissions for the new Security Group. Clicking “Create Group”

will create the new Security Group.
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Create a new security group

Group Mame:! | gasic

Description: | allgws ROP, S5H and HTTP|
(3) Enable 55H and ROP for this Host?
(") Enable 55H and ROP for your Metwork (includes this Host)?

() Iwill authorize protocols for this group as needed.

ICreate Grnup] l Cancel ]

5.

Ensure the Security Group is now highlighted and click on the green checkmark in the Group

Permissions box. This will allow you to enable specific ports to receive network traffic. Let’s

open up the HTTP port for access to all hosts on the Internet.

Select the HTTP protocol from the protocol dropdown, select “Network” and enter “0.0.0.0/0”.

If you would like to restrict access to just your local subnet, press “Get My Network Range”.

Grant Hew Permission

Add Mew Permission for Security Group: Basic

External | Group

Select a protocol and specify a hostfrange
Protocol Details
v
Pratocol [tcppe -

Port | 22

HostMetwork Details

(® Host Get My Host Address
O Network Get My Metwork Range

[ Add l [ Cancel ]

®

7. Now you will have your security group setup.

(I

Caution

In this example, you enable access to port 80 of the instance for all hosts on the Internet -
“0.0.0.0/0”. Although this might be acceptable for testing or demo purposes, it is extremely
unsafe for production environments. For production systems, you must obtain your public IP
address ranges and grant access to those ranges only. For example, if your IP address is
123.123.123.123, you specify “123.123.123.123/32”. For more details on controlling

network security groups, see the Amazon EC2

Step 2: Choosing an AMI
Amazon Web Services, software companies, and the community provide many different AMIs to use.

You can leverage any of the publicly visible ones to start an instance. A list with more description about
many of the paid and public AMIs can be found at:
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categorylD=171 and

Developer Guide.

http://developer.amazonwebservices.com/connect/kbcategory.jspa?categorylD=101 respectively. For

12



the purposes of this tutorial, we will use a pre-configured AMI called “ec2-public-images/getting-
started”.

To select this AMI, please perform the following steps:

1. Click on the “Images” tab in Elasticfox.

2. Inthe text box in the “Images ” section, type in “getting-started” if you want to launch a
Linux/UNIX instance or “windows” if you would like a Windows instance. This will search for the
image that contains the name “getting-started” or “windows”.

Machine Images (AMIs)

Q < \J 1= getting-started|

AMI ID Marifest State ... | Vishiity | Pla... B2
ami-235fbata ec2-public-images/getting-started-v1.07.manifest. xml avalsble  a... public
ami-zbbe5342 ec2-public-images/getting-started. manifest. xml

avalsble  a... public

3. Click on the image with the Manifest named “ec2-public-images/getting-started.manifest.xml!”

for Linux/UNIX or “ec2-public-windows-images/Server2003r2-i386-anon-v1.00.manifest.xml” for
Windows.

Step 3: Launching an Instance

Once you have the AMI selected, you can easily launch an instance through Elasticfox, by performing the
following:

1. Right click on the selected AMI and click on the “Launch Instance(s) of this AMI”.

Machine Images (AMIs)

GUVuUe
AMLID Manifest
ami-235fbata

getting-started

State v Visibilicy s | Pla,, B
ecz-public-imagesfgetting-started-v1.07 manifest.xml available  a... public
ami-2bbes342 ecz-public-imagesigettingestatad e b

View Details Sre et —

Regisker a new AML
Deregister this AMI

Launch instance(s) of this AMI

Copy AMI ID to clipboard

2. Inthe KeyPair section of the pop-up box, select the KeyPair you created in the setup section.
This will associate your security KeyPair with an instance, so that you can connect to it.
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Launch new instance(s)

AMLID: | ami-dd4daab4 |
AMI Tag: | |
AMI Manifest: | Serverz003r2-%86_64-WinAuth-v1,06.manife|
AKLID: | v
ARI D i 3|
Instance Tvpe: |El Jarge v|

Minimurn number of inskances: | 1 |

PMaximum number of instances; i 1 |

Mew Instanceis) Tag: i |

KeyPair: | vpc-keypair o i

Availability Zone: | Zary = bt i

Additional Info: | |

Wirkual Private Cloud
Launchin wPC:  [T].

YPC! |:|
Subnet; |:|

Security Groups
Available Groups Launch in

sgl Q default

User Diaka

[ Open File ] [Open Einary File ]

[ Launch J [ Cancel ]

In the Security Groups section, select the appropriate group and click on the right arrow to move
it into the Launch in box.

Note: You cannot assign a security group to an instance if the VPC checkbox is selected. Instead,
select the VPC and Subnet that you would like the launch the instance in. You will not be able to
launch an instance within VPC until you have created a VPC and at least one Subnet. If you want
to launch an instance within a VPC, please skip to tutorial 5 and then return here.

Virkual Private Cloud
Launch in Y¥PiC:

WP 192,168, 10,0723 [My ¥PC] v|

Subnet: 192,168, 10,0024 [My Subnet] (251 IPs available)  + |

14



Click the “Launch” button.

The instance will show up in the “Your Instances” section of the “AMIs and Instances” tab in the

“pending” state. Click the refresh button in the “Your Instances” section after about a minute or

two to ensure it reaches the “running” state. If you are running a Linux/UNIX instance, it will be

ready to use. If you are using Windows, please right click on the instance, and select “Show

Console Output”. When the text “Windows is ready to use” appears, your instance is ready to

use!

Your Instances

Reservation 1D
t-1c65hETS
r-64c31F0d
r-6c2ff 305
-6e29f507
r-dBdasbl
r-Ffd60996

Quiner Instan...
262355691199 -25h31...
262395691199 -c3b11...

AML
ami-Fac52193
ami-2bbes. .,

262355691199 i-BeSifee? ami-facS2193

262355691199 -5azda...
262355691199 i-2465c. ..
262355691199 -Zedlc,.,

ami-2bbes. ..
ami-2eSfh. .,
ami-Zbbes. .,

State Public DNS

terminated
terminated

running ec2-75-101-165-245, compute-1,amazona...

terminated
terminated

running ec2-67-202-60-207 . compute-1, amazonaws. .,

Private DNS

ip-10-250-58-5...

ip-10-251-121-...

Key Groups

primary  default

primary  default, Al Incaming
blsh default, Al Incoming
primary  default, All Incaming
blsh default, All Incaming
asdfasd default, All Incoming

Availability Zone

us-east-la

us-east-la

Note: There are additional options available when launching an instance. These additional

options are covered in the Advanced Features section below.

Instances | Images | KeyPairs | Security Groups || Elastic IPs | Wolumes and Snapshots | Bundle Tasks || Availability Zones | Reserved Instances | Virtual Private Clouds | YPN Connections

‘our Instances

'\‘ W W '\_.1 v &) [ oar't show Terminated Instances

Reservation ID | Owner

Instance ID

AML

Private IP

Subnet

State

Groups Type

WPC

Note: When viewing instances on the Instances tab, you can change the columns that Elasticfox

displays. To display these fields, click on button circled in red above. You can also change the order

of the columns to better suite your needs by dragging a column to your desired location or order.

pe

2

LU S N 4

<

YWPC
Reservation ID
Chwner
Instance ID
AMI
AKI
ARI
Private IP
Subnet
State
Public DMS
Private DMS
Groups
Reason
T
Type
Key
Local Launch Time
Availability Zone
Tag
Flatfarm
WPC

Restore Defaulks

®
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Reason
Uset initiated (2
User initiated (2

Uset initiated (2
User initiated (2



Step 4: Connecting to the Instance
To connect to an instance, simply perform the following steps:

1.

2.

Right click on the instance you want to connect to, and select the “Connect to Instance”.

Wigw Dietails
Add Tag

Launch Mare of these
Associate Elastic IP with Instance
Akkach an EBS Yolume

Rebook
Terminate

Show Console Cukput

Copy Instance ID to clipboard

Copy Public DMS Mame to clipboard
Copy Private DMS Mame bo clipboard
Copy Private IP Address ba clipboard

Connect ko Instance

If it is a Linux/UNIX instance, an ssh connection will be established with the instance. Since you
provided the ssh key, it will automatically log you in as root.

If this is Windows, then it will launch a Remote Desktop (RDP) session. To login, you may need
to type “Administrator” as the username and provide the automatically generated Windows
password. The Windows password can be retrieved by right clicking on the instance in Firefox
and clicking “Get Administrator Password”.

Note: If your security group doesn’t allow access to the RDP or SSH port, Elasticfox will prompt
you to open the port for the host you are connecting from.
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Wign Details
add Taq

Launch More of these

Associate Elastic IP with Instance
Attach an EBS Yolume

Bundle into an AMI

Reboot

Terminake

Shaw Consale Oukpuk

Get Administrator Pa

Copy Instance ID to clipboard

Copy Public DMS Mame ko clipboard
Copy Private DMS Mame ta clipboard
Copy Private IP Address to clipboard

Connect ko Instance

m Note: Elasticfox will automatically use the private IP address rather than the public DNS name of
your instance to connect via SSH or RDP if your instance has a subnet assigned. The computer
that you are running Elasticfox on must have IP connectivity via a VPN connection to your VPC to
be able to connect to the instance.

3. At this point, you have now successfully gained access to your new instance!

Cleaning Up: Terminating your Instance

When you are done with your instance, you can simply terminate it by:

1. Onthe “AMiIs and Instances” tab, right click on the instance you want to terminate in “Your
Instances” section and select “Terminate”.

Wiew Details

Launch More of these

Associate Address with Instance
Attach an EBS Yolume

Bundle inka an AMI

Rebook

Terminate

Show Console Oukput
Get Administrator Password

Copy Instance ID to dipboard
Copy Public DMS Mame ta clipboard
Copy Private DNS Mame to clipboard

Connect ko Public DNS Mame

o

2. Pressthe refresh button u in the “Your Instances” box to ensure that the state changes to
“Terminated”.
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Advanced Topics

It is possible to launch an instance with additional options, enabling you to better control the type of
server instance you are launching or where the instance will launch. Recall that to launch an instance,
we had a particular AMI selected in Elasticfox, and then right clicked on the selected AMI choosing the
“Launch Instance(s) of this AMI” option from the menu that appeared. Previously, when you launched
your instance you utilized the security group and KeyPair functionality. There are several optional fields
that you can use to customize our instance launch, including:

Instance Type

The instance types described different configurations of CPU, memory, and ephemeral storage capacity.
An example instance type is the small, which has 1.7 GB of RAM, 160 GB of storage, and roughly 1 EC2
Compute Unit (1 virtual core with 1 EC2 Compute Unit). For more detail about the available instances
types, please see: http://aws.amazon.com/ec2.

18



Avadilability Zone

Amazon EC2 provides the ability to place instances in multiple locations. Amazon EC2 locations are
composed of availability zones and regions. Availability zones are distinct locations that are engineered
to be insulated from failures in other availability zones and provide inexpensive, low latency network
connectivity to other availability zones in the same region. Regions consist of one or more availability
zones. By launching instances in separate availability zones, you can protect your applications from the
failure of a single location.

Minimum/Maximum Number of Instances

This functionality provides you with a way asking Amazon EC2 for a specific range of instances. Amazon
EC2 will try to provide you with the maximum number of instances possible within your range. If you
cannot get the minimum number of instances, then you will not launch any instances.
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Tutorial #2: Bundling an Instance into an AMI

Goal

The goal of this tutorial is to bundle an instance into an AMI. This is helpful so that you can customize an
instance with any software or changes you may need to make. Then, at a later point you can launch one
or more copies of the AMI.

Core Concepts
The sections below outline the core concepts used in this tutorial.

53 Bucket

S3 is a persistent data store that enables you to store objects, like an AMI. The bucket is similar to a
folder on a file system so that you can keep your objects organized. The bucket name though is unique
across all S3 users.

Bundling

Bundling is a method of taking a snapshot of the file system, so you can later boot from it. You can make
a new AMI by modifying and extending an existing image (such as the one you just booted and logged
onto in Tutorial #1), and then bundling it to use later.

Windows Operating Systems

Step 1: Make any Modifications

The first step in creating any AMlI is to make any modifications to your running instance. To create a
running instance, please follow the steps provided in the tutorial #1. For the purposes of this tutorial,
please just add a file named test.txt to your “c:\” directory. Once you have added this file, please
proceed to the next step.

We also suggest that you perform the following steps to reduce your startup time, by clearing up any
temporary files on your instance, defragmenting your system, and explicitly “zeroing” out your free
space using the ‘sdelete’ command. Your startup time is proportional to the size of your AMI.

o We recommend using the Disk Cleanup tool to remove unneeded temporary files from
your instance, since it provides easy-to-use wizards that remove the files for you. To
access the Disk Cleanup tool, click Start, click Run, and then type “Cleanmgr.exe”.

o0 To defragment your machine, we recommend the Disk Defragmenter utility included
with Microsoft Windows. To access that tool you can click Start, click All Programs, click
Accessories, click System Tools, click Disk Defragmenter.

To “zero” out your free space, you can simply use the “sdelete —c C:\” command. For full details on how
to use the sdelete command, please see http://technet.microsoft.com/en-
us/sysinternals/bb897443.aspx.

Step 2: Bundle the Image
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Once your modifications have been made to a running instance, you can bundle your instance into an
AMI. This will automatically shut down your instance, take a snapshot, and restart it for you. To take
the snapshot:

1. Launch Elasticfox by clicking on the “Tools” menu in Firefox, and selecting Elasticfox.
2. Click on the “AMls and Instances” tab.
3. Refresh the “Your Instances” box by clicking on the o button. This will ensure you have the
most up to date list of instances shown on your screen.
4. Right click on the instance to bundle, and select “Bundle into an AMI”.
Wiew Details

Launch Mare of these

Associabe Address with Instance
Attach an EBS Yolume

Bundle into an AML
Reboot
Terminate

Shove Consaole Cukput
Get Administrator Password

opy Instance ID to clipboard
Copy Public NS Mame to dipboard
Copy Private DNS Mame to clipboard

Connect ko Public DS Mame

5. Enterin a S3 bucket name to store the AMI in and a name for the image, then click “OK”. Please
ensure that the bucket name has no upper-case characters in it. Assuming you have entered a
valid bucket and image name, this will cause you to be switched to the “Bundle Tasks” tab
where it will show you the status of the bundling process.

Instance Bundling Instructions

Instance ID:

53 Bucket Mame:

Image Mame:

I QK l ’ Cancel

Step 3: Register the Image
Once the image has reached the “completed” state in the “Bundle Tasks” tab, you just need to register
the AMI to make it available for you to use. To do this:

1. Ensure you are on the “Bundle Tasks” tab, by clicking on the “Bundle Tasks” tab.

2. Right click on the bundle to register, and select “Register a new AMI”. If successful, this will take
you back to the “AMlIs and Instances” page and select the newly created AMI. Now you can
launch that instance if you need.
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Bundle Tasks

Qoo
Instance ID

C852b55

Last Update Time

2008-10-19 058:56: 06

Bundle State

complete

| Bundle 1D

bun-00a74269

Bundle Start Time

View Details

- a new AMI
Cancel Bundle Task

Copy Bundle ID to clipboard
Copy Instance ID to clipboard

Linux/UNIX Instance

Bundling a Linux/UNIX instance requires the use of the AMI tools, and differs from Windows in that the
bundling is performed from within the running EC2 instance. (As described above, you need to bundle
Windows from outside the actual EC2 instance). Since this Getting Started Guide is focused on Elasticfox,
it is outside the scope of the tutorial. For more detail on how to perform these steps, please see the
Amazon EC2 API Tools Getting Started Guide at http://docs.amazonwebservices.com/AWSEC2/2008-05-

05/GettingStartedGuide.
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Tutorial #3: Creating an Elastic Block Store (EBS) Volume

Goal

The goal of this tutorial is to create a new EBS volume and attach it to your running EC2 instance.
Core Concepts

Amazon Elastic Block Store (EBS)

Amazon Elastic Block Store (EBS) provides block level storage volumes for use with Amazon EC2
instances. It provides highly available, highly reliable storage volumes that can be attached to a running
Amazon EC2 instance and exposed as a device within the instance.

Amazon EBS Volume

Amazon EBS volumes are off-instance storage that persists independently from the life of an instance.
You can create storage volumes from 1 GB to 1 TB that can be mounted as devices by Amazon EC2
instances. Multiple volumes can be mounted to the same instance. Amazon EBS volumes are placed in a
specific Availability Zone, and can then be attached to instances also in that same Availability Zone. Each
storage volume is automatically replicated within the same Availability Zone. This prevents data loss due
to failure of any single hardware component.

Amazon EBS Snapshot

Amazon EBS also provides the ability to create point-in-time snapshots of volumes, which are persisted
to Amazon S3. These snapshots can be used as the starting point for new Amazon EBS volumes, and
protect data for long-term durability. The same snapshot can be used to instantiate as many volumes as
you wish.

Step 1: Create a New Amazon EBS Volume
To create a new Amazon EBS Volume, please perform the following steps:

1. Click on the “Volumes and Snapshots” tab in Elasticfox.

2. Pressthe green b4 symbol in the “Volumes” box.

3. Type inthe size in gigabytes (GB) of the volume you would like between 1 and 1000. For the
purposes of this demo, please use “50” to specify a 50 GB drive.

Create Yolume

Size (GEEY 0

Snapshot 10t Zrone bl

Auvailability Zone:

us-eask-1a ravailable)

Create l [ Cancel
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4.

Note: A volume must be in the same availability zone as an instance. You can optionally
specify an Availability Zone if desired or the snapshot id to create a volume from. If you
accidentally create a volume in the wrong zone, you can either create a new blank
volume in the proper zone, or create a new volume based on a snapshot of a volume in
another zone.

Click the OK button, and your Amazon EBS volume will be created. Take note of the volume id
of the Amazon EBS volume you just created, because we will use it later.

Step 2: Attach the Amazon EBS Volume with an Instance
If you do not have an instance running, please start one as defined in Tutorial #1. Once you have created

the EBS volume, you can attach it to one of the instances by performing the following steps:

1.

2.

Click on the “AMIs and Instances” tab.

Right click on the instance you want to associate the EBS volume with, and select the “Attach an
EBS volume”. A dialog box will appear.

| Wiew Details
Launch More of these

Associate Address with Instance

Atkach an EBS Volume
| Bundle into an AMI
. Reboat

| Terminate

Show Console Qukput
Get Administrator Password

Copy Instance ID bo clipboard
[ Copy Public DMS Marie ta clipboard
Copy Private DNS Mame ko clipboard

Connect to Public DMS Name

Select the Amazon EBS volume that you created earlier from the drop down box.

Attach EBS Volume to Instance

Instance ID [undefined]

Yalume 10 vol-8b1afdez b’
Drevice:

I Akkach ] ’ Cancel ]

In the “device” box, you will need to input the device you would like to attach to the volume.

The device must be in the format of “/dev/sdh” for Linux/UNIX. The device is automatically
selected for Windows (in most cases, the Device field is disabled and displays the text
“windows_device”). Linux/UNIX instances currently support devices “sdf” to “sdh”. Any device
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that is not reserved can be attached to an Amazon EBS volume. For a list of devices that are
reserved by the instance stores, see Instance Storage in the developer guide.

5. Click OK when completed. This will attach the new Amazon EBS volume to your specified
instance.

Step 3: Formatting an Amazon EBS Volume
Windows

To format a volume for Amazon EC2 running Windows, please perform the following steps.
1. Loginto yourinstance using Remote Desktop.
2. Select Start and click Run.
3. Type diskmgmt.msc and click OK. The Disk Management utility opens.
4. Right-click the Amazon EBS volume, select Initialize, and follow the on-screen prompts.
Linux/UNIX
To format your volume for Amazon EC2 running Linux/UNIX, please perform the following steps.
1. Loginto your instance using ssh.

2. Use the mk2fs tool to format the EBS volume.

Step 4: Taking a Amazon EBS Volume Snapshot

Once you have formatted a volume and made any necessary changes, you can take a snapshot of the
volume so that you have a point in time record of the block storage. The snapshot occurs
asynchronously and the volume's status indicates "pending" until it completes. To complete this
snapshot, please perform the following steps:

1. Click on the “AMls and Instances” tab.
2. Determine the instance that you would like to take a snapshot of, and record the instance id.
3. Click on the “Volumes and Snapshots” tab.

4. Right click on the EBS volume that corresponds to the device and instance id you recorded, and
select “Create a new snapshot from this volume”. This will kick off a snapshot task, which will
go to “completed” status when done. You may need to click the refresh button to get an
updated status.
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Wolumes (YOLs)

QUUWLEO
WOL ID T Size (GE) SMAP ID Availability Zone Status Local Creation Date

Attach this volume
Detach this volume
Farce detach this valume

Create a new snapshot From this valume

Create new volume

Delete this wolume

Copy Yaolume ID to clipboard

Clean-up
To ensure that you remove any components created from this tutorial, please shutdown any instances

as defined in Tutorial #1 and perform the following two steps.

Step 1: Detaching and Deleting the EBS Volume
Once you have completed the tutorial you will want to detach and your volume from your EC2 instance.

To accomplish this, please perform the following steps:
1. Click on the “Volumes and Snapshots” tab.

2. Right click on the Amazon EBS volume that you want to detach, and select the “Detach this
volume” option. This will disassociate the Amazon EBS volume from the instance.

Yolumes {WOLs)

QOO LWLE

VoL 1D T Size [GE) SMAP 1D Availability Zone

Device
s

Force detach this volume

Create a new snapshot from this volume

Craate new volume

Delete this volume

Copy Yolurme ID ko clipboard

3. Click OK on the dialog box that will emerge to confirm that the instance is to be detached.

4. Right click on the Amazon EBS volume that you want to delete, and select the “Delete this
volume” option. This will delete the Amazon EBS volume.
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Yolumes (WOLs)

QO0LWLO

Status
in-use

T Size (GE) SNAP ID Avvailability Zone

Atkach this valume
Detach this volume
Force detach this volume

Create a new snapshaot From this volume

Create new volume

Copy Yolume ID ta cipboard

5. Click OK on the dialog box that will emerge to confirm the destruction of the Amazon EBS

volume. This will stop the billing for the Amazon EBS volume.

Step 2: Deleting any EBS Snapshots
To delete the Amazon EBS snapshot, please perform the following steps:

1. Click on the “Volumes and Snapshots” tab.

2. Right click on the snapshot you would like to delete, and select “Delete this snapshot”.

Snapshots (SMAPs)

©wo

SHAP 1D WOLID Status

ESI'IE p-c4d93fad completed

Create new volume Ffrom this snapshat

napshat

Copy Snapshot 1D ko clipboard

3. Click the OK in the confirmation box, and this will delete your Amazon EBS snapshot.

27



Tutorial #4: Associating an Elastic IP (EIP) with an instance

Goal
The goal of this tutorial is to create a new elastic IP (EIP) and map it to an instance. Elastic IPs are
important to provide a static IP associated with an EC2 instance.

Core Concepts

Elastic IP (EIP)

Elastic IP addresses are static IP addresses designed for dynamic cloud computing. Elastic IP addresses
are associated with your account, not specific instances. Any elastic IP addresses that you associate with
your account remain associated with your account until you explicitly release them. Unlike traditional
static IP addresses, however, elastic IP addresses allow you to mask instance or availability zone failures
by rapidly remapping your public IP addresses to any instance in your account. You can only associate
one elastic IP address with one instance at a time.

Step 1: Creating a new EIP
To create an EIP, simply perform the following steps:

1. Click on the “Elastic IPs” tab.

2. Pressthe refresh button V to update the page with the latest EIPs.

3. Click on the green " icon. This will add a new Elastic IP. Take note of this Elastic IP, because
you will use it later.

Step 2: Associating the EIP with a new instance

If you do not have an instance running, please start one as outlined in Tutorial #1. Once you have
created an EIP, you will want to associate the IP with an instance. To accomplish this, please perform
the following steps:

1. Click on the “AMiIs and Instances” tab.

2. Right click on the instance you want to associate the EIP with, and select “Associate Address
with Instance”.
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' WView Details
Launch Mare of these

Associate Addre: h Instance
Attach an EBS Wolume
Bundle into an &ML
1 Reboat
Terminate

Show Console Oukput
Get Administrator Password

Copy Instance ID ko clipboard
Copy Public DMS Mame to clipboard
Copy Private DMS Mame to dipboard

i Connect to Public DMS Mame

3. Choose the EIP address from the drop down list and click “Associate”. This will associate the EIP
with the instance.

Associate Address with Instance

Instance ID | i-Be52fee7 |

Address 75 101,135,158 v|

Associate l ’ Cancel ]

m Note: You cannot currently use Elastic IP addresses with Amazon VPC

Clean-up
To ensure that you remove any components created from this tutorial, please shutdown any instances
as defined in Tutorial #1 and perform the following steps:

1. Right click on the “Elastic IPs” tab, and select “Release this address”.

QOO WLWEO

Address /| Instance ID
75.101.135.15

Azsociake fddress with Instance

Disassaciate this address

2. Click OK in the dialog box to confirm the release of the EIP. This will relinquish your IP address,
so that it can be reclaimed by any other customer.
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Tutorial #5: Amazon Virtual Private Cloud (Amazon VP(C)

About Amazon VPC

Amazon Virtual Private Cloud (Amazon VPC) enables a secure and seamless bridge between a company’s
existing IT infrastructure and the AWS cloud. Amazon VPC enables enterprises to connect their existing
infrastructure to a set of logically isolated AWS compute resources via a Virtual Private Network (VPN)
connection, and to extend their existing management capabilities such as security services, firewalls,
and intrusion detection systems to include their AWS resources.

Core Concepts
Amazon VPC is comprised of a variety of familiar objects:

= A Virtual Private Cloud (VPC): a logically isolated portion of the AWS cloud. You define a VPC’s
IP address space from a range you select.

=  Subnet: a segment of a VPC’s IP address where you can place groups of logically isolated
resources.

= VPN Connection: a connection between your VPC and datacenter, home network, or co-location
facility.

= VPN Gateway: the VPC side of a VPN Connection.

= Customer Gateway: Your side of a VPN Connection.

= Router: routers interconnect subnets, and direct traffic between VPN Gateways and Subnets.

You are encouraged to review our technical documentation (see Additional References) to learn more
about our system, including the APIs and VPN configuration details.

Goal

The goal of this tutorial is to:

Create a VPC, Subnet, VPN Gateway, Customer Gateway, and a VPN Connection.
Save the automatically generated VPN Connection configuration to a file.

Attach the VPN Gateway to your VPC

Configure advanced options: DHCP Option Set

P whPe
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Step 1: Creating a VPC
1. Click on the “Virtual Private Clouds” tab.

2. Navigate to the “Your Virtual Private Clouds” section.

I_-] Elasticfox

u Regions |us-sast-1 w o Credentials | ElasticFox w Q Account IDs 'r\d
Instances | Images | KeyPairs | Security Groups | Elastic IPs | Yolumes and Snapshots | Bundle Tasks || &vailabilty Zones | Reserved Instances | Virbual Private Clouds | e Connections
Your Yirtual Private Clouds
QOO O
WRC ID CIDR State DHCP Options Tag

3. Click on the green 7 icon.

4. Specify the Classless Internet Domain Routing (CIDR) block for the VPC that you would like to
create. For example, “192.168.10.0/23"
5. Click the “Create VPC” button.

6. Press the refresh button v to update the page.
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Step 2: Creating a Subnet
1. Click on the “Virtual Private Clouds” tab.

2. Navigate to the “Your Subnets” section.

Your Subnets

[ 10000

Subnet ID CIDR State Available IPs Availability Zone Tag WPC ID

3

3. Click on the green Y icon.

Create a new S5ubnet [z|

Wirtual Private Cloud:

Subnet CIDR Block:

Bevailability Zone:

[Create Suhnetl [ Cancel

4. Using the pull-down menu, select which VPC you would like to create the Subnet in.

5. Specify the Classless Internet Domain Routing (CIDR) block for the Subnet that you would like to

create. For example, “192.168.10.0/24".
6. Specify the Availability Zone (AZ) for the Subnet that you would like to create. If you leave this
option set to <any>, the system will pick an Availability Zone for you.

7. Click the “Create Subnet” button.

8. Pressthe refresh button 0 to update the page.
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Step 3: Creating a VPN Gateway
1. Click on the “VPN Connections” tab.

2. Navigate to the “Your VPN Gateways” section.

w Regions |us-east-1 v| O Credentials |EIasticF0x v| O Account IDs 0 Tools @ About

Instances | Images | KeyPairs | Security Groups | Elastic IPs | Volumes and Snapshats || Bundle Tasks | Availability Zones | Reserved Instances || Virtual Private Clouds | YPM CUHHEC“UHS|

Your VPN Gateways

ZXFX " XVXT

1D Ayvailabilicy Zone Type Skatke Tag

a

3. Click on the green v icon.

Create a new YPN Gateway E'
Type: = |
dvailability Zone: | <any v |

[Create VPN Gatewa';.fl [ Cancel ]

4. Specify the type of VPN Gateway you wish to create. For now the only valid option is “ipsec.1”.
5. Specify the Availability Zone (AZ) for the Subnet that you would like to create. If you leave this

option set to <any>, the system will pick an Availability Zone for you.

6. Click the “Create VPN Gateway” button.

7. Pressthe refresh button U to update the page.
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Step 4: Creating a Customer Gateway
1. Click on the “VPN Connections” tab.

2. Navigate to the “Your Customer Gateways” section.

‘Yfour Customer Gateways

L ATA A"
() Type State IP Address BGP ASH Tag

3. Click on the green 7 icon.

Create a new Customer Gateway E|

Tpe:
BiGP ASH:
IP address:
Creake Custaomer Gakteway ] [ Zancel

4. Specify the type of Customer Gateway you wish to create. For now the only valid option is
“ipsec.1”.

5. Specify the BGP ASN that you would like to use. For most deployments, using one of the private
ASNs from the range 64512 through 65534 will be acceptable. Please see the Network
Administrators Guide (linked from Additional References) for more information.

6. Specify the IP address of your Customer Gateway. This is the Internet routable IP address of the
device you are using as your Customer Gateway. It must be static and cannot be behind a
Network Address Translation (NAT) device. Please see the Network Administrators Guide
(linked from Additional References) for more information.

7. Click the “Create Customer Gateway” button.

8. Press the refresh button u to update the page.
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Step 5: Creating a VPN Connection
1. Click on the “VPN Connections” tab.

2. Navigate to the “Your VPN Connections” section.

‘four YPN Connections

QLU0 o

WPN Gateway ID Custorner Gakeway ID Type State Tag

a

( 4

i

3. Click on the green Y icon.

x]

Create a new VPN Connection

VPN Gateway: - 0an

Customer Gateway: | cguw-2ha74242 (199.0.154.2) [My Customer Gateway] |

[Create VPN Cu:unneu:tiu:unl [ Cancel ]

4. Using the pull-down menu, select which VPN Gateway you would like to use.
5. Using the pull-down menu, select which Customer Gateway you would like to use.

6. Click the “Create VPN Connection” button.

7. Pressthe refresh button 0 to update the page.
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Step 6: Save the automatically generated VPN Connection configuration to a
file
1. Click on the “VPN Connections” tab.

2. Navigate to the “Your VPN Connections” section.

3. Select the VPN Connection that you would like to generate the configuration for.

4. Click on the green o button.

View Customer Gateway Configuration

Device Type:

et Config

5. Using the pull-down menu, select the device type that you are using for your Customer Gateway
device. If your device is not listed, select Generic. This will result in a human-readable file that
contains all the information necessary to configure any compatible device. Please check the

Additional References section for more information.

6. Click the “Get Config” button.

Save VPN Connection Configuration

Savein | ) VPC ¥ ©F e mE

&

ty Recent
Documents

Deskiop

%

My Documents

@

My Computer

File name: |vpn-83a441 ea.bit ! | [ Save ]

by Netwark Save as type: |TextDocuments v! [ Cancel ]

E&
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7. Inthe “Save VPN Connection Configuration” dialog, indicate where you would like to save the
file, and the file name. By default, the file name is the ID of your VPN Connection with a .txt

suffix.
8. Click “Save”.

9. Review the resulting configuration file, and consult the Network Administrators Guide for more

details about configuring your network device using this file.

Step 7: Attaching a VPN Gateway to a VPC
1. Click on the “VPN Connections” tab.

2. Navigate to the “Your VPN Gateways” section.

‘four YPM Gateways Attachments for Selected YPN Gateway
Q00O (%}
() Availability Zone Type State Tag B| P | VPN Gateway ID State WPC ID B

( 4

i

3. Click on the green |""""'fbutton.

Attach VPN Gateway to VPC X

Wirtual Private Cloud: e s

VPN Gateway: \vOw-4date3z4 [My VPN Gateway] v |

I #Atkach ] [ Cancel ]

4. Using the pull-down menu, select which Virtual Private Cloudyou would like to use.

5. Using the pull-down menu, select which VPN Gateway you would like to use.

6. Click the “Attach” button.

7. Pressthe refresh button U to update the page.
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Step 8: Advanced Options: Configure a DHCP Option Set
1. Click on the “Virtual Private Clouds” tab.

2. Navigate to the “Your DHCP Option Sets” section.

‘four DHCP Options Sets

[ 10000

DHCP Options Set ID Options Tag

a

3. Click on the green v icon.

x]

Create a new DHCP Options Set

Enter walues For the DHCP opkions wou wish bo sek,
domain-name Enter the host's domain name (e.g.: example.com)

domain-name-servers  Enter up ko 4 DN server IP addresses, separated by commas

nkp-servers Enter up to 4 MTP server IP addresses, separated by commas

nethios-name-servers  Enter up ko 4 MetBI0S name server IP addresses, separated by commas

nethios-node-type Enter the MetBIOS node type (2: P-Mode)

Creake DHCP Opkions Set l ’ Cancel ]

4. In the dialog box, configure one or more options. Multiple IP addresses should be separated
with commas.

5. Click the “Create DHCP Option Set” button.



Step 9: Advanced Options: Associate DHCP Option Set to a VPC
1. Click on the “Virtual Private Clouds” tab.

2. Navigate to the “Your Virtual Private Clouds” section.

3. Right-Click on the VPC ID of the VPC you wish to associate a DHCP Option Set

Add Tag

Create a Subnet in this WPC
Attach a WPM Gateweay ko this WP

Set DHCP Options on khis WPC
Delete this WP

Copy WP ID ko Clipboard

4. Select “Set DHCP Options on this VPC.

Associate DHCP Options to VYPC le

virtual Private Cloud: | e c7abasae (192,168,10,0/23) [My vPC] |
DHCP Options Set: -

[ Associate ] [ Cancel ]

5. Using the pull-down menu, select which DHCP Option Set you wish to use.

6. Click the “Associate” button.

Clean-up

When you are finished with this tutorial, you must terminate or delete the components that you created
if you no longer wish to incur service charges. Some components have dependencies and the order in
which you delete components does matter. Specifically:

e Deleting Subnets requires that you terminate all instances in that Subnet.

e Deleting VPN Gateways requires that you terminate all VPN Connections and Attachments to
that VPN Gateway.

e Deleting VPCs requires that you delete all Subnets and VPN Gateway Attachments to that VPC.

In some cases, you may need to use the refresh button 0 to see when these components have been
successfully deleted.
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Additional References

The following table lists related resources that you'll find useful as you work with Amazon EC2 and Amazon VPC.
These resources and more can be found at http://aws.amazon.com/resources/.

Resource

Description

Amazon EC2 Developer Guide

A comprehensive look at all of the features associated
with Amazon EC2.

Amazon EC2 Getting Started Guide

A quick tutorial on how to use the command line tools for
Amazon EC2. This guide also includes how to bundle an
AMI on Linux/UNIX.

Amazon EC2 Feature Guide

Detailed information about each of the new features
released by Amazon EC2.

Amazon EC2 Release Notes

The Release Notes give a high-level overview of the
current release. They specifically note any new features,
corrections, and known issues.

Amazon VPC Developer Guide

A comprehensive look at all of the features associated
with Amazon VPC

Amazon VPC Getting Started Guide

A quick tutorial on how to use the command line tools for
Amazon VPC.

Amazon VPC Network Administrators Guide

Detailed information written for Network Engineers or
someone who is very familiar with networking concepts
that concentrates on the VPN components of Amazon
VPC.

Amazon VPC Release Notes

The Release Notes give a high-level overview of the
current release. They specifically note any new features,
corrections, and known issues.

AWS Developer Resource Center

A central starting point to find documentation, code
samples, release notes, and other information to help
you build innovative applications with AWS.

Discussion Forums

A community-based forum for developers to discuss
technical questions related to Amazon Web Services.

AWS Support Center

The home page for AWS Technical Support, including
access to our Developer Forums, Technical FAQs,
Service Status page, and AWS Premium Support (if you
are subscribed to this program).

AWS Premium Support Information

The primary web page for information about AWS
Premium Support, a one-on-one, fast-response support
channel to help you build and run applications on AWS
Infrastructure Services.

E-mail address for questions
related to your AWS account:
<webservi ces@nmazon. conp

This e-mail address is only for account questions. For
technical questions, use the Discussion Forums.
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